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M ission  Statement 


The  Defense  Investigative  Service  (DIS)  is  a separate  agency  of  the  Department  of 
Defense  under  the  direction,  authority  and  control  of  the  Deputy  Under  Secretary  of 
Defense  for  Security  Policy.  DIS  was  established  on  January  1 , 1972,  and  is  currently 
assigned  responsibility  for  four  programs  - The  Personnel  Security  Investigative 
Program,  the  Defense  Industrial  Security  Program,  the  Arms,  Ammunition  and 
Explosives  Security  Program  and  the  Key  Asset  Protection  Program.  The  Personnel 
Security  Investigative  Program  is  designed  to  elicit  information  pertinent  to 
individuals  assigned  to  or  affiliated  with  the  Defense  Department  which  reflects  on 
the  individual's  loyalty,  character,  emotional  stability,  trustworthiness  and 
reliability.  The  Defense  Industrial  Security  Program  was  established  to  ensure  that 
U.S.  industry,  while  performing  on  government  contracts  or  engaging  in  research  and 
development,  properly  safeguards  the  classified  information  in  its  possession.  The 
Arms,  Ammunition  and  Explosives  Security  Program  provides  for  the  protection  of 
sensitive,  conventional  arms,  ammunition  and  explosives  in  the  custody  of  or 
produced  by  contractors  associated  with  the  Department  of  Defense.  The  Key  Asset 
Protection  Program  promotes  the  security  of  those  facilities  which  provide  critical 
industrial  production  and  services,  thereby  ensuring  emergency  mobilization 
preparedness  capability.  Investigative  jurisdiction  and/or  industrial  security 
cognizance  extends  over  the  United  States,  U.S.  Possessions,  and  Trust  Territories 
with  offices  established  in  the  P''ar  East  and  Europe  to  assist  the  military  components 
and  user  agencies  in  assuring  proper  security  in  overseas  contractor  operations. 

The  Defense  Investigative  Service  is  chartered  as  a national  security,  personnel 
security  investigative  and  industrial  security  agency. 
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The  symbolic  meanings  of  the  colors,  red, 
white,  and  blue,  as  used  in  the  flag,  were 
defined  by  the  Continental  Congress: 
"White  signifies  purity  and  innocence;  Red, 
hardiness  and  valor;  and  Blue,  vigilance, 
perseverance  and  justice."  DIS  proudly 
salutes  the  members  of  the  armed  forces 
who  have  served  and  are  now  serving  in  the 
Persian  Gulf  and  in  other  areas  of  conflict 
around  the  world.  Their  devotion  to  duty  is 
a reflection  of  the  exceptional  qualities  and 
personal  attributes  symbolized  by  the 
American  flag. 
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A Message  From  The  Director 


lare 


Effective  resource  management  is  a vital  factor  in  asi^|gg^h^^^^p^s  of  any  operation.  This  is 
certainly  the  case  now  more  than  ever  as  we  proceed  mtTr  thrTfperiod  of  transition  within  the 
Department  of  Defense.  For  the  task  before  us  in  these  times  of  declining  resources,  not  unlike  other 
DoD  agencies  and  components,  is  to  redefine  and  reshape  our  organizational  infrastructure  to  provide 
maximum  efficiency  without  sacrificing  the  integrity  of  our  service.  In  general,  DIS  supports  the 
premise  that  funding  adjustments  and  personnel  reductions  within  the  Department  are  called  for  in 
the  wake  of  what  appears  to  be  the  end  of  the  Cold  War,  however,  the  risks  associated  with  cutting 
back  too  quickly  during  this  transitory  time  may  be  far-  reaching. 


For  DIS,  adequate  resource  capability  and  operational  preparedness  have  always  been  contingent 
upon  continued  support  in  the  budget  process.  The  lack  of  a viable  budget  impacts  not  only  on  the 
number  of  special  agents  and  industrial  security  representatives  we  can  put  in  the  field,  but  also  on 
training,  continued  modernization  through  automated  systems  and  our  ability  to  address  various 
unfunded  initiatives  which  would  greatly  enhance  national  security.  Premature  cutbacks  at  this 
time,  however,  could  substantially  alter  the  quality  of  our  industrial  security  services  to  contractors 
and  user  agencies  and  the  timeliness  of  our  investigations  which  would,  in  turn,  ultimately  inflate 
procurement  costs  or  delay  military  assignments. 

In  FY  90,  DIS  was  faced  with  the  prospect  of  severe  budget  and  personnel  cutbacks  at  a time  when  our 
workload  had  yet  to  experience  any  real  decrease.  Within  the  past  year,  for  example,  slight  reductions 
in  initial  investigative  requests  as  well  as  the  cleared  facility  inventory  have  surfaced  only  to  be  offset 
by  an  increase.  Theoretically,  the  DIS  workload  should  experience  a simultaneous  and  commensurate 
decrease  in  conjunction  with  across-the-board  Departmental  reductions  in  personnel  and 
procurement.  This,  in  fact,  has  not  occurred.  On  the  contrary,  current  statistics,  as  well  as  past 
history,  suggest  that  any  decrease  in  the  DIS  workload  will  lag  behind  the  general  DoD  reductions  by 
as  much  as  18  to  24  months,  if  at  all.  The  reason  for  this  centers  on  the  fact  that  the  industrial  security 
workload  is  not  instantly  responsive  to  DoD  procurement  fluctuations.  Industrial  security  cognizance 
over  classified  contracts  continues  over  the  full  life  of  any  contract  — not  just  for  the  year  the  budget 
authority  is  appropriated.  Likewise,  past  experience  has  revealed  that  dramatic  decreases  in  active 
duty  military  personnel  have  only  a negligible  impact  on  the  personnel  investigative  workload  of  DIS. 
This  is  attributed  to  the  fact  that  military  downsizing  affects  a disproportionate  number  of  service 
members  who  possess  a SECRET  or  CONFIDENTIAL  security  clearance.  History  tells  us  that  the 
number  of  military  personnel  requiring  the  more  resource  - intensive  Special  Background 
Investigation  for  access  to  TOP  SECRET  and  Sensitive  Compartmented  Information  does  not  decrease 
in  any  downsizing  effort. 


These  facts  notwithstanding,  DIS  is  attempting  to  do  our  part  to  adapt  in  this  evolving  resource 
adjustment  environment.  We  began  1990  with  a Defense  Department-  imposed  hiring  freeze.  As  was 
expected,  attrition  of  trained  and  experienced  employees  began  creating  significant  staffing 
imbalances  in  various  geographical  locations.  To  counteract  these  imbalances,  waivers  to  the  hiring 
freeze  were  granted  in  exceptional  cases  and  an  increase  of  overtime  and  TDY  funds  was  authorized. 
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While  these  actions  served  to  alleviate  immediate  workload  crises,  more  flexibility  in  addressing 
mission  requirements  was  needed.  After  a thorough  analysis,  it  was  found  to  be  operationally  prudent 
to  contract  with  investigative  and  industrial  security  suppliers  to  temporarily  address  workload 
demands.  In  FY  90,  contracts  were  executed  between  DIS  and  49  such  suppliers.  These  individuals, 
most  of  whom  have  been  employed  in  the  past  as  federal  investigators,  have  consistently  provided  a 
quality  product.  This  program  has  been  highly  successful  and  has  proven  to  be  invaluable  in 
compensating  for  critical  personnel  shortages. 

But  the  fiscal  constraints  confronting  us  required  that  the  agency  devise  new  techniques  to  address 
our  workload.  DIS  simply  had  to  develop  a long-range  strategy  that  would  result  in  the  maximum 
utilization  of  our  personnel.  The  plan  of  action  subsequently  put  into  motion  has  centered  on 
increasing  the  versatility  of  our  work  force.  That  is,  by  cross-training  our  personnel  in  both  industrial 
security  and  personnel  security  investigations,  a more  efficient  use  of  our  increasingly  limited 
personnel  resources  can  be  realized.  With  this  added  flexibility,  managers  can  assign  these  "dual- 
credentialed"  security  professionals  to  locations  where  fractional  manning  requirements  exist  or  to 
offices  where  workload  shifts  or  cyclical  fluctuations  routinely  occur.  The  efficiencies  generated  by 
utilizing  our  valuable  personnel  resources  in  this  fashion  will  most  certainly  accrue  to  DIS. 

DIS  has  entered  the  new  fiscal  year  with  the  realization  that  additional  changes  to  the  way  we  do 
business  are  inevitable.  Traditional  patterns  of  response  to  our  mission  will  continually  be  examined 
and  modified  as  necessary.  Despite  the  uncertainty  that  undeniably  accompanies  change,  our 
confidence  in  our  ability  to  get  the  job  done  has  never  been  greater. 
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FY  90  Budget  and  Personnel  Resources 

OPERATION  AND  MAINTENANCE 


As  is  noted  above,  the  majority  of  our  budgetary  resources  are  devoted  to  supporting  an  extremely 
labor-intensive  mission.  These  men  and  women,  the  vast  majority  of  whom  fill  positions  identified  as 
either  Special  Agents  or  Industrial  Security  Representatives,  account  for  84%  of  the  total  DIS 
operating  budget  of  $178.0  million  in  FY  90.  They  operate  out  of  338  offices  that  are  located 
throughout  the  United  States.  In  addition,  there  are  five  offices  that  are  located  overseas.  The 
Defense  Investigative  Service  carries  out  its  dual-pronged  security  mission  through  the  combined 
efforts  of  an  onboard  workforce  that  during  1990  numbered  about  4,000  people. 


PROGRAM  ELEMENT  DISTRIBUTION 
FY90 


HEADQUARTERS 

5.4% 
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THE  DEFENSE  INVESTIGATIVE  SERVICE  BUDGET 
(Millions  in  Constant  Dollars) 
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Operation  and  Maintenance 
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Procurement 
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FY90  OPERATION  AND  MAINTENANCE 
( in  Current  Dollars ) 


OBJECT  CLASS 

$000 

% 

PERSONNEL 

150,232 

84.4 

SPACE  RENTAL 

6,516 

3.7 

ADP  OPERATION 

3,383 

1.9 

TELEPHONES 

3,366 

1.9 

SUPPLIES  & ISA 

2,833 

1.6 

VEHICLE  OPERATION 

2,581 

1.5 

OPERATIONAL  TDY 

1,682 

.9 

POSTAL 

1,296 

.7 

PCS  COSTS 

1,229 

.7 

CREDIT  CHECKS 

1,200 

.7 

TRAINING 

1,125 

.6 

ALL  OTHER* 

2,541 

1.4 

(SUB  TOTAL  NON  PERSONNEL) 

(27,752) 

(15.6) 

TOTAL 

177,984 

100.00 

Most  of  the  nonpersonnel  costs  are  fixed  or  semi-fixed  in  that  they  do  not  directly  change  with 
fluctuations  in  workload  and  personnel.  Thus,  major  reductions  in  resources  must  come  from 
personnel  savings. 

* This  category  includes  primarily  equipment,  printing,  copiers,  maintenance,  etc. 


END  STRENGTH  BY  PROGRAM  ELEMENT 


FY 

PERSONNEL 

SECURITY 

INVESTIGATIONS 

INDUSTRIAL 

SECURITY 

OTHERc/ 

TOTAL 

81a/ 

1,794 

609b/ 

148 

2.551 

82a/ 

2,363 

661b/ 

176 

3,200 

83a/ 

2,454 

673b/ 

180 

3,305 

84a/ 

2,378 

736b/ 

172 

3,286 

85 

2,602 

747b/ 

171 

3,520 

86 

3,007 

789b/ 

173 

3,969 

87 

3,269 

867b/ 

185 

4,321 

88 

3,000 

790b/ 

162 

3,952 

89 

3,099 

814b/ 

167 

4,080 

90 

3,060 

718d/ 

208d/ 

3,986 

a/  Includes  military  assigned  to  DIS  prior  to  an  all  civilian  workforce 
b/  Includes  the  resources  for  DIS  and  DODSI  prior  to  establishing  it 
as  a separate  program  element 

d Includes  Management  Headquarters  and  DODSI  starting  in  FY  90 
d/  Reflects  the  adjustment  for  DODSI  from  Industrial  Security  to  Other 
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FROM  OUR  FILES 


Subject  was  born  in  Hungary  and  educated  at  a technical  school  in  the  telecommunications  field  He  was  later  drafted 
into  the  Hungarian  Army  and  attended  a reserve  officers'  training  program  for  telecommunications  Subject  related  he 
was  subsequently  able  to  obtain  a medical  discharge  from  a sympathetic  medical  officer  who  had  similar  anti-Communist 
beliefs  As  an  officer  in  the  Hungarian  Army,  Subject  would  have  been  required  to  join  the  Communist  Party  had  he 
stayed  in  the  military.  Subject  later  admitted  that  he  agreed  to  join  the  Communist  Party  just  before  his  defection  but 
only  as  a ploy  to  gam  an  exit  visa  from  his  country.  Subject  explained  that  he  and  his  wife  left  Hungary  in  1972  to  visit 
Pans,  France  He  left  his  young  son  with  his  mother-in-law  While  in  Pans,  Subject  told  his  wife  for  the  first  time  of  his 
plans  to  defect  His  wife  subsequently  agreed  to  accompany  him.  He  and  his  wife  emigrated  to  the  United  States  in 
September  1972  Subject  obtained  his  US  citizenship  in  July  1979  and  joined  the  US  Army  in  September  1979  Thereafter, 
Subject  obtained  a SECRET  level  security  clearance  and  had  access  to  secret  information  while  assigned  to  Wiesbaden, 
FRG  His  responsibilities  included  munitions  dispersing  and  he  had  access  to  troop  movement  information.  During  a DtS 
background  investigation  for  a TOP  SECRET  clearance,  a Confidential  Source  (CS)  related  that  Subject  exhibited 
unexplained  affluence  and  an  interest  in  becoming  an  American  intelligence  agent.  The  CS  stated  that  Subject  seemed 
overly  interested  in  military  projectsthat  did  not  concern  him  Subject  also  reportedly  told  the  CS  that  he  had  a Swiss 


End  Of  The  Year  Report  On  The  Investigations  Program 

BY  THOMAS  EWALD,  DEPUTY  DIRECTOR,  INVESTIGATIONS 


1990  was  a good  year  for  the  Personnel  Security  Investigative  Program.  We  opened  over  259,500  personnel 
security  investigations  (PSIs)  and  despite  reductions  in  manpower,  our  case  closings  reached  just  under 
290,000  - a very  significant  increase  from  last  year.  This  is  especially  noteworthy  since  this  is  the  first  time 
since  1985  that  case  closings  actually  exceeded  case  openings.  Reduced  personnel  resources  did  take  its  toll, 
however  - case  completion  times  have  increased  over  the  last  several  years. 

Notwithstanding  our  personnel  shortages,  quality  was  continually  stressed  in  FY  90.  During  the  past 
year  the  DIS  Quality  Assurance  Branch  (QAB),  located  at  the  Personnel  Investigations  Center  (PIC), 
scrutinized  reports  of  investigation  for  deficiencies  and  provided  regular  feedback  to  agents.  The  QAB  also 
reviewed  and  identified  examples  of  outstanding  work  performed  by  agents  in  the  field  and  case  controllers 
at  the  PIC.  These  QAB  activities  are  only  one  part  of  DIS'  overall  effort  to  increase  quality.  In  1990, 
training  initiatives  included  enhanced  counterintelligence  awareness  instruction  and  the  establishment  of  a 
video  resource  library  which  will  ensure  that  agents  remain  abreast  of  current  developments  in  hostile 
intelligence  threats,  illegal  transfers  of  technology,  investigative  techniques,  and  other  topics  related  to  the 


FROM  OUR  FILES 

Subject  was  born  and  raised  in  the  Soviet  Union,  and  later  immigrated  to  the  U S.  where  he  eventually  became  a U S 
citizen.  Subsequently,  Subject  held  several  positions  m the  U S.  in  private  industry  and  also  worked  as  a free-lance  Russian 
translator.  When  Subject  applied  for  a position  as  a translater/consultant  with  a DoD  agency,  DIS  conducted  the  required 
PSI  for  a security  clearance.  The  investigation  developed,  among  other  information,  the  existence  of  several  of  Subject's 
family  members  who  still  reside  in  the  USSR;  Subject's  service  in  a signals  collection  unit  of  the  Soviet  military;  Subject's 
attendance  at  a Soviet  language  school  known  as  a KGB  recruiting  ground;  and  Subject's  employment,  while  in  the  USSR, 
as  an  INTOURIST  guide.  When  interviewed  by  DIS  agents.  Subject  identified  himself  as  Jewish,  purporting  that  he  came  to 
the  US  to  escape  religious  persecution;  Subject  denied  ever  being  a member  of  the  Soviet  Communist  Party,  pledged 
his  loyalty  to  the  U.S.,  and  claimed  no  involvement  with  the  KGB  or  GRU,  despite  his  employment  and  military  service 
history  Based  on  the  implausibility  of  Subject's  story,  a polygraph  examination  was  requested  During  the  exam,  Subject 
was  deceptive  in  response  to  the  initial  series  of  questions  concerning  involvement  in  espionage  and  his  ongoing  contact 
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bank  account.  A review  of  Subject's  banking  records  disclosed 
two  savings  accounts  which  showed  unusually  large  deposits  and 
withdrawals.  Subject  explained  that  one  account  held  the 
money  sent  to  him  from  his  sister  and  nephew  who  planned  to 
defect  to  the  West.  Subject  has  travelled  extensively  in  Europe 
and  South  America  and  has  returned  to  Hungary  twice  since  his 
defection  m 1972  - once  in  1979  and  again  in  1985.  Subject  also 
advised  of  numerous  visits  of  relatives  from  Hungary  to  his 
residence  while  Subject  was  stationed  in  Germany.  Subject 
denied  any  monitorship  or  contact  with  any  foreign  intelligence 
service  during  his  many  trips  to  foreign  countries.  Subject  agreed 
to  take  a polygraph  examination  and  when  interviews  and 
testing  indicated  deception  in  sensitive  areas,  the  case  was 
turned  over  to  appropriate  military  authorities 


PSI  program.  In  cooperation  with  the  DoD  Security  Institute,  DIS  developed  a course  of  advanced  instruction 
for  its  senior  agents  and  participated  in  three  overseas  training  sessions  attended  by  special  agents  of  Army 
Military  Intelligence,  Air  Force  Office  of  Special  Investigations,  and  the  Naval  Investigative  Service.  These 
elements  conduct  PSIs  outside  CONUS  predominantly  on  their  fellow  service  personnel. 

Our  efforts  in  resource  management  and  training  have  paid  off.  The  number  of  developed  issue  cases 
containing  adjudicatively  significant  information  rose  this  past  year.  Our  agents  developed  allegations  of 
fraud,  tax  evasion,  technology  transfer,  sexual  abuse  of  children,  criminal  conduct,  possible  espionage  activity 
and  other  suitability  issues  during  the  course  of  PSIs.  In  many  cases  where  adverse  information  was  involved, 
a polygraph  was  necessary  in  order  to  resolve  pertinent  issues.  The  DIS  polygraph  program  continues  to  enjoy 
great  success  with  an  issue  resolution  rate  of  93  percent,  one  of  the  highest  in  DoD.  In  1990,  the  polygraph 
program  was  expanded  to  include  15  examiners  who  conducted  450  individual  examinations,  an  increase  of  89 
percent  over  1989.  The  polygraph  has  proven  itself  to  be  a very  important  investigative  tool. 

The  initiatives  we  have  taken  are  steps  in  the  right  direction,  but  there  is  more  to  be  done.  I am  extremely 
proud  of  our  agents,  case  controllers,  management  and  support  personnel  in  the  investigative  program. 
Looking  to  the  future,  the  challenge  will  be  in  doing  more  with  less  and  targeting  our  resources  at  the  most 
critical  areas,  while  maintaining  high  standards  of  quality. 


with  known  or  suspected  hostile  Intelligence  service  (HOIS) 
agents.  When  questioned  after  the  first  series,  the  Subject 
admitted  to  providing  the  KGB  with  "low-level"  information 
while  an  INTOURIST  guide;  he  identified  two  persons  he  knew  to 
be  KGB  agents  operating  inside  the  U.S.;  and  he  admitted  to  not 
being  Jewish  as  he  originally  claimed.  He  continued,  however,  to 
deny  any  current  espionage  activity.  Subject  again  showed 
deception  during  a second  series  of  questions  about  current 
espionage  involvement  and  ultimately  refused  to  answer 
additional  questions.  The  results  of  the  polygraph  exam  and 
other  case  information  were  referred  to  the  appropriate  federal 
agency 
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PSI  DISTRIBUTION  BY  REQUESTER 


The  chart  reflects  the  distribution  of  investigative  requests.  The 
category  "Other"  includes  requests  made  by  DoD  agencies  for 
civilian  employees  and  certain  non-DoD  agencies  with  which  DIS 
has  an  agreement  to  conduct  personnel  security  investigations. 


INVESTIGATIVE  REQUESTS  AND  TIMES 


WORKLOAD 

TIME 

(Days) 

WORKLOAD 

TIME 

(Days) 

WORKLOAD 

TIME 

(Days) 

FY88 

FY88 

FY89 

FY89 

FY  90 

FY90 

CASES 

229,479 

91 

(130)* 

259,778 

102 

(141)* 

259,514 

106 

(156)* 

NACs 

827,716 

40 

843,805 

38 

845,445 

37 

* Overseas 


DIS  relies  on  the  investigative  components  of  the  military  services  - U.S.  Army 
Military  Intelligence,  Air  Force  Office  of  Special  Investigations,  the  Naval 
Investigative  Service  and  the  Department  of  State  to  conduct  personnel  security 
investigations  overseas.  This  chart  compares  the  workload  and  completion  times 
for  the  military  services  overseas  with  DIS  offices  operating  in  CONUS.  NACs  are 
conducted  by  DIS  only. 
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CASE  OPENINGS  BY  CASE  TYPE 

(All  Figures  in  Thousands) 


TOTALS-  203.0  220.3  243.2  229.4  259.7  259.5 

300  


S-PRs  S-PRs 


CASE  CLOSINGS  BY  CASE  TYPE 
(All  Figures  in  Thousands) 


ENAC  - Expanded  National  Agency  Check 
Sll  - Special  Investigative  Inquiry 
S-PR  - Secret  Periodic  Reinvestigation 
Bl  - Background  Investigation 
SBI  - Special  Background  Investigation 
PR  - Periodic  Reinvestigation 


TOTALS-  207.2  214.6  235.8  232.2  217.4  288.3 


Overall  closings  have  been  unable  to  keep  pace  with  overall  openings  since  FY  85  because  budget  cuts  were  imposed  on 
DIS,  affecting  our  resources,  at  a time  when  DIS  began  initiating  a number  of  investigative  enhancements  to  improve 
the  overall  quality  of  the  investigation.  FY  90  has  seen  a reversal  in  this  trend,  however,  with  overall  case  closings 
significantly  greater  than  openings  despite  continued  budget  cuts. 
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ISSUE  CASE  COMPARISON 

(All  Figures  in  Thousands) 


TOTALS-  31.7  32.7  31.7  42.6  42.5  58.0 


29.5 


30 

DEVELOPED 


KNOWN 


FY  85  86  87  88  89  90 


DIS'  continuing  commitment  to  improve  training  of  personnel  and  the  initiation  of  a 
number  of  investigative  enhancements  over  the  years  have  resulted  in  an  increase  in  the 
number  of  investigations  where  derogatory  information  was  developed  before  the 
investigation  was  closed,  as  depicted  on  the  chart  above. 


PERCENT  OF  ISSUE  CASES  TO 
TOTAL  CASES  CLOSED 
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There  has  been  a steady  increase  in  the  percentage  of  "issue"  cases  or  those  which  contain 
significant  adverse  information.  The  chart  above  depicts  this  trend  in  issue  cases  where 
adverse  information  was  either  known  upon  case  initiation  or  was  developed  in  the  course  of 
the  investigation. 
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John  F.  Donnelly.  Director,  DIS;  Veronica  K.  Albert,  Agent  of  the  Year; 
Charles  A.  Baldwin,  Director,  Capital  Region. 


John  F.  Donnelly.  Director,  DIS;  Ira  J.  Feder,  IS  Rep  of  the  Year; 
John  N.  Held.  Director,  Mid-Atlantic  Region. 
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FROM  OUR  FILES 


On  July  2,  1990,  a former  employee  of  a graphic  arts  facility  visited  a DIS  field  office  to  report  suspected  security  violations 
at  the  company  The  former  employee  alleged  that  work  on  classified  contracts  was  being  performed  by  uncleared 
employees  and  uncleared  subcontractor  employees  An  administrative  inquiry  was  initiated  by  DIS  and  many  of  the 
allegations  were  substantiated  by  other  former  employees  of  the  facility.  Thereafter,  on  July  1 7,  1990,  an  unannounced 
inspection  of  the  facility  was  conducted 

The  inspection  revealed  that  the  facility  had  been  awarded  a classified  contract  to  perform  microfilming  services. 
However,  since  the  facility  did  not  have  the  equipment  or  employees  necessary  to  fulfill  their  contractual  obligations, 
management  utilized  an  uncleared  subcontractor  to  microfilm  the  classified  material.  It  was  subsequently  learned  that 
the  President  and  the  Facility  Security  Officer  (FSO)  of  the  primary  graphics  arts  facility  personally  delivered  the  material 
to  the  uncleared  subcontractor  Since  the  subcontractor  was  an  uncleared  facility,  employees  there  had  not  been  briefed, 
nor  was  the  classified  material  properly  safeguarded  while  in  their  possession.  Investigation  revealed  that  approximately 
214,000  classified  documents  were  subjected  to  compromise  during  the  twelve-month  period  that  the  uncleared  facility 
worked  on  the  classified  documents. 


End  Of  The  Year  Report  On  The  Industrial  Security  Programs 

BY  GREGORY  GWASH,  DEPUTY  DIRECTOR,  INDUSTRIAL  SECURITY 


The  Defense  Industrial  Security  Program  has  entered  the  1990's  facing  both  great  opportunities  and  great 
uncertainties  in  the  security  environment.  With  the  lessening  of  cold  war  tensions,  the  shift  in  emphasis 
away  from  Defense  spending  has  been  accelerated.  Yet,  the  need  to  maintain  a strong  national  defense  and 
protect  our  nation’s  secrets  remains  unchanged.  During  the  coming  years,  I plan  to  establish  our  priorities 
and  focus  our  efforts  on  maintaining  a viable  Defense  Industrial  Security  Program  notwithstanding  resource 
reductions. 

First,  the  national  issues  which  will  be  emphasized  are  personnel  security,  security  awareness  training, 
and  automated  information  security.  Personnel  security  has  become,  perhaps,  the  most  vulnerable  element 
of  our  security  programs.  This  became  clearly  evident  during  the  1980's  - the  "Decade  of  the  Spy"  - when 
nearly  all  espionage  cases  occurred  from  within.  Toward  this  end,  we  must  work  to  improve  the  system  of 
adverse  information  reporting  and  clarify  the  responsibilities  of  industry  in  this  area.  In  addition,  we  must 
hone  internal  procedures  to  ensure  thorough  and  meaningful  investigation  of  security  violations. 

Improving  security  awareness  will  become  essential  as  the  hostile  intelligence  threat  evolves.  Although 
many  East  European  countries  are  moving  out  from  under  Soviet  influence,  there  is  a very  real  possibility 
that  these  countries  will  restructure  their  own  collection  activities  in  the  U.S.  to  meet  their  own  needs. 
Because  the  Soviet  Union  can  no  longer  rely  on  most  of  their  surrogate  services,  the  Soviet  intelligence 
services  are  more  active  today  than  ever.  It  is  my  goal  to  ensure  that  a pragmatic  and  contemporary 
analysis  of  the  threat  to  the  security  of  technology  and  classified  information  is  made  widely  available. 

1 strongly  believe  that  automated  information  system  security  is  one  of  our  major  vulnerabilities,  not  to 
mention  one  of  the  most  difficult  intellectual  challenges  we  face  in  the  security  environment.  Advances  in 


FROM  OUR  FILES 

During  criminal  proceedings  against  a former  employee  of  a cleared  defense  contractor,  a cleared  employee  of  another 
defense  contractor  admitted  to  the  illegal  acquisition  and  exchange  of  classified  Department  of  Defense  budget 
documents.  The  cleared  employee  admitted  that  these  documents  were  acquired,  generally  upon  her  request,  from 
various  individuals  within  the  defense  contractor  establishment.  She  did  not  enter  these  documents  into  the 
accountability  system  of  the  facility  to  avoid  scrutiny  by  the  security  personnel  of  the  facility  and  DIS.  She  further 
admitted  that  she  kept  these  classified  documents  in  locked  file  cabinets  and  occasionally  took  them  home  and  destroyed 
them.  She  incorporated  information  extracted  from  these  documents  into  internal  reports  and  provided  this  information 
to  other  employees  at  the  facility. 

It  was  determined  by  DIS  that  the  cleared  employee  intentionally  circumvented  the  requirements  of  the  Defense 
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The  FSO  at  the  cleared  facility  had  previously  been  administered 
the  proper  security  briefings,  completed  the  required  training 
and  was  aware  of  the  requirements  of  the  Industrial  Security 
Manual  The  FSO  admitted  to  intentionally  misleading  DIS 
representatives  during  the  inspection  and  willfully  disregarding 
the  requirements  for  protection  of  classified  information 

On  July  17,  1990,  the  graphic  arts  facility  security  program  was 
rated  unsatisfactory  and  all  classified  material  was  removed  from 
the  facility.  On  September  18,  1990,  the  Director,  DIS  revoked 
the  facility  security  clearance  of  the  company 


technology  are  simply  outpacing  our  ability  to  develop  new  policies  and  procedures  to  govern  the  changes. 
During  the  coming  years,  we  must  work  to  improve  automated  information  systems  security  procedures  and 
practices  within  industry  and  increase  the  level  of  knowledge  and  expertise  of  our  industrial  security 
representatives  and  automated  information  systems  specialists. 

On  the  international  scene,  our  emphasis  will  be  placed  on  technology  transfer,  foreign  ownership,  control 
and  influence  and  arms  control  treaties.  In  the  area  of  technology  transfer,  we  are  working  with  the 
Pentagon  to  streamline  procedures  for  government-to-government  transfers  of  classified  materials  in 
connection  with  foreign  sales  and  multinational  programs.  In  this  era  of  globalized  world  economy  and  the 
apparent  shift  from  "ideologies"  to  "economies,"  security  policies  must  keep  pace  with  these  changes. 

As  the  economies  of  Western  Europe  move  toward  integration,  economic  relations  between  the  United 
States  and  the  Fluropean  community  will  grow  more  complex.  We  are  already  experiencing  a significant 
increase  in  international  trade,  multinational  programs,  licensing  agreements  and  assistance 
agreements.  In  the  past.  Special  Security  Agreements  were  used  in  special  and  rare  instances.  We 
anticipate  an  increase  of  Special  Security  Agreements  to  deal  with  the  complex  issues  of  foreign  ownership, 
control  and  influence. 

Finally,  arms  control  treaties  are  introducing  new  vulnerabilities  to  the  industrial  security  environment. 
In  order  to  prepare  contractors  for  the  unique  vulnerability  posed  by  intrusive  verification  techniques,  the 
Defense  Contractor  Inspection  Readiness  Program  was  developed.  Under  this  program,  a highly  skilled 
interagency  team  of  security  professionals  assists  contractors  in  preparing  for  visits  by  Soviet  inspectors. 

International  dynamics  and  budgetary  constraints  will  force  us  to  continue  to  seek  better,  more  efficient 
ways  to  achieve  our  mission.  We  look  forward  to  this  challenge. 


Industrial  Security  Program  by  illegally  obtaining  these  budget 
documents  and  providing  information  extracted  from  the 
documents  to  unauthorized  individuals  By  her  own  admission, 
she  was  aware  of  the  security  requirements  of  the  Industrial 
Security  Manual  and  that  her  actions  were  in  violation  of  those 
security  requirements. 

On  March  2,  1990,  the  cleared  employee's  security  clearance  was 
suspended,  pending  further  investigation  into  her  activities  The 
investigation  was  subsequently  completed  and  referred  to  the 
Directorate,  Industrial  Security  Clearance  Review  for  final 
disposition. 


17 


FACILITY  SECURITY  CLEARANCES 


PROCESSING  INTERIM  FACILITY 
CLEARANCES 


12,150 


FY88 


89 


90 


FY  86  87  88  89  90 


During  FY  90,  there  was  a slight  decrease  in 
the  number  of  cleared  facilities  in  the 
Defense  Industrial  Security  Program.  This 
trend  is  expected  to  continue  into  the 
future. 


During  FY  90,  DIS  continued  to  reduce  the  number  of  days 
required  to  process  a facility  for  an  interim  SECRET  or 
CONFIDENTIAL  facility  security  clearance.  The  FY  90  figure 
of  18.5  days  is  well  below  the  previously  established  goal 
of  25  days.  During  this  period,  616  interim  eligibility 
determinations  were  made  for  facilities  in  process  for  an 
interim  SECRET  or  CONFIDENTIAL  clearance. 
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Advice  and 
Assistance 


The  number  of  advice  and  assistance  visits  continue  to  reflect  the  change  in  philosophy 
adopted  by  DIS  to  encourage  contractors  to  use  the  resources  of  DIS  to  develop  and 
implement  sound  security  procedures.  In  addition  to  on-site  assistance  visits  to 
contractors,  DIS  personnel  responded  to  92,338  telephone  calls  for  advice  and 
assistance. 
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PERSONNEL  CLEARANCES  GRANTED  INTERIM  PERSONNEL  SECURITY 

CLEARANCES 


FY88 

FY88 

FY89 

FY90 

FY89 

FY90 

TOP  SECRET 

329 

158 

82 

INITIAL  GRANTS 

119,892 

104,692 

95,534 

SECRET 

17,235 

66,388 

55,678 

CONTINUATIONS  (BASED  ON 
PR'S) 

17,614 

22,802 

55,366 

CONFIDENTIAL 

527 

2.785 

3,096 

TRANSFERS/CONCURRENTS 

44,042 

42,540 

43,460 

CONVERSIONS 

20,057 

17,121 

15,722 

TOTAL 

18,091 

69,331 

58,856 

TOTAL 

201,605 

187,155 

210,082 

During  FY  90,  The  Defense  Industrial  Security  Clearance  Office 
(DISCO),  Columbus,  Ohio  granted  210,082  contractor  personnel 
security  clearances.  The  total  number  of  clearance  actions  initiated 
based  on  requests  from  industry,  that  is,  initial  grants,  conversions, 
and  transfers/concurrents,  decreased  from  164,353  to  154,716.  This 
decrease  was  offset  by  a significant  increase  in  the  number  of 
Periodic  Reinvestigations  initiated  by  DISCO. 


During  FY  89,  the  number  of  interim  SECRET 
clearances  rose  dramatically  due  to  the  implemen- 
tation of  the  Stilwell  Commission  recommenclation  to 
review  all  clearance  requests  for  an  interim  deter- 
mination. The  number  of  interim  SECRET  clearances 
issued  decreased  in  FY  90  due  to  the  overall  reduction 
in  clearance  requests.  Nonetheless,  the  interim 
clearance  program  resulted  in  a savings  to  industry 
and  ultimately  to  the  government  in  excess  of  $125 
million  during  FY  90. 


TOP  SECRET  PROCESSING  TIME 
(INDUSTRIAL) 


SECRET  PROCESSING  TIME 
(INDUSTRIAL) 


DAYS  days 


m DIS  DECISION 


NON-DIS  DECISION 


Cases  which  must  be  forwarded  to  the  Directorate  for  Industrial  Security  Clearance 
Review  for  adjudication  are  reflected  as  non-DIS  adjudication. 
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FY  90  Initiatives 


Through  implementation  of  a variety  of  management  efficiencies,  modernization  efforts,  resourcing 
innovations  and  quality  and  training  initiatives,  DIS  works  to  improve  its  investigative  product  and 
service  to  requesters.  Outlined  below  are  samples  of  specific  improvements  and  noteworthy 
developments  which  contributed  to  product  and  service  enhancement  during  the  past  fiscal  year. 


Resourcing 

DUAL-CREDENTIALING 

During  FY  90,  DIS  began  training  a significant  number  of  its  field  personnel  to  conduct  both 
personnel  security  investigations  and  industrial  security  inspections.  These  extensively  trained 
security  professionals  will  inspect  facilities,  participate  in  inspections  and  conduct  personnel  security 
investigations  when  visiting  contractor  facilities.  This  program  ensures  that  DIS  personnel  are  used 
to  their  maximum  potential. 

DOWNSIZING  OF  THE  COGNIZANT  SECURITY  OFFICE 

During  FY  90,  DIS  began  "downsizing"  the  Cognizant  Security  Office  and  transferring  functions  to 
either  a central  location  at  DIS  Headquarters,  Washington,  D.C.,  or  to  the  field  offices.  In  June  1990, 
DIS  formed  a centralized  activity  at  DIS  Headquarters  to  (1)  receive  requests  for  verification  of 
foreign  contractor  facility  clearances  and  safeguarding  capability,  (2)  process  reports  of  security 
violations  and  compromises  of  foreign  classified  information  or  compromises  of  U.S.  classified 
information  by  representatives  of  foreign  governments  and  (3)  coordinate  government-to- 
government  transmissions  of  classified  information.  This  restructuring  allows  DIS  to  reduce  costs  by 
reassigning  Cognizant  Security  Office  staff  personnel  to  field  offices.  It  also  fosters  the  concept  of  the 
industrial  security  representative  as  the  single  point  of  contact  for  the  contractor,  thereby  increasing 
their  effectiveness.  Only  the  responsibilities  of  the  Automated  Information  Systems  Specialist 
remain  at  the  Cognizant  Security  Office.  DIS  is  phasing  in  this  program  through  attrition  and  local 
reassignment  in  an  attempt  to  minimize  the  impact  on  DIS  employees. 

ESTABLISHMENT  OF  OFFICE  OF  INDUSTRIAL  SECURITY  - INTERNATIONAL  FOR 
CENTRAL  AMERICA,  SOUTH  AMERICA,  AND  MEXICO 

In  June  1990,  DIS  established  the  Melbourne,  Florida,  Industrial  Security  Field  Office  as  the  point  of 
contact  for  all  industrial  security  matters  pertaining  to  contractor  activities  and  cleared  personnel 
located  in  Central  America,  South  America  and  Mexico.  The  Melbourne  Field  Office  receives  copies 
of  all  "Department  of  Defense  Contract  Security  Classification  Specification,"  DD  F'orms  254,  related 
to  overseas  activities  in  these  areas  as  well  as  notifications  of  personnel  who  are  assigned  there. 
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ESTABLISHMENT  OF  KWAJALEIN  ISLAND  POSITION 


In  August  1990,  DIS  approved  the  two-year  assignment  of  an  industrial  security  representative  to 
the  Kwajalein  Islands.  This  individual  conducts  inspections,  provides  advice  and  assistance  to  the 
contractors  located  on  the  island  and  assists  in  the  conduct  of  personnel  security  investigations  when 
necessary.  Prior  to  the  establishment  of  this  position,  DIS  was  sending  a team  of  industrial  security 
representatives  to  Kwajalein  approximately  once  each  quarter.  At  the  conclusion  of  this  assignment, 
DIS  will  evaluate  the  position  to  determine  whether  a permanent  position  should  be  established. 

SUPPORT  TO  THE  ON-SITE  INSPECTION  AGENCY 

In  support  of  the  Intermediate  Range  Nuclear  F'orces  Treaty  and  in  preparation  for  future  arms 
control  agreements,  DIS  and  the  On-Site  Inspection  Agency  (OISA)  reached  an  agreement  in  FY  90 
to  assign  DIS  personnel  to  OSIA  Headquarters  and  certain  OSIA  field  operating  locations. 

OPERATIONS  SECURITY 

During  FY  90,  DIS  provided  a full-time  representative  to  the  Interagency  OPSEC  Support  StafT.  The 
DIS  representative  currently  works  with  the  staff  to  implement  the  National  Security  Directive  on 
OPSEC  in  order  that  the  requirements  of  the  Directive  might  be  implemented  consistently  among 
government  departments. 


Modernization 

ETRAIN  AND  AIMS 

Automation  of  management  and  operational  functions  within  the  investigative  program  moved 
modernization  forward  in  FY  90  with  the  further  refinement  of  ETRAIN,  the  agency's  system  of 
electronically  transmitting  completed  Reports  of  Investigation  (ROIs)  from  field  offices  to  the 
Personnel  Investigations  Center.  DIS  realizes  both  time  and  cost  savings  by  the  reduction  in  manual 
processing  of  ROIs.  Other  efibrts  to  increase  efficiency  were  advanced  by  the  B DM  Corporation  study 
to  develop  AIMS,  the  Automated  Information  Management  System  of  case  control,  and  the 
automation  of  credit  reports. 

STU  III  LOAN  PROGRAM 

In  F'Y  90,  the  National  Security  Agency  announced  the  Secure  Telephone  Units  111  (STU  111)  Loan 
Program.  Under  this  program,  the  National  Security  Agency  provides  STU  Ill's  to  government 
activities  and  defense  contractors  in  an  attempt  to  encourage  government  and  industry  to  secure  the 
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communication  of  classified  and  sensitive  information.  During  FY  90,  DIS  conducted  a survey  of 
cleared  contractors  who  possess  classified  material  to  determine  their  requirements  and  justification 
for  secure  communication.  DIS  received  responses  from  over  5,000  facilities,  2,400  of  which  requested 
to  be  considered  under  the  loan  program.  DIS  developed  a data  base  to  store  and  analyze  the  vast 
amount  of  information  collected  during  the  survey.  Each  contractor  who  requested  to  participate  in 
the  program  will  receive  at  least  one  STU  III. 

STU  III  ACQUISITION  BY  DIS 

Working  with  the  National  Security  Agency,  DIS  was  able  to  obtain  240  STU  Ill's  for  distribution  to 
DIS  field  elements  nationwide.  The  availability  of  the  STU  III  to  field  personnel  will  allow  industrial 
security  representatives  to  securely  discuss  classified  contract  information  with  user  agency 
representatives  during  the  conduct  of  preinspection  research.  In  addition,  the  responsibilities  of  DIS 
in  the  implementation  of  inspection  procedures  under  the  Intermediate  Range  Nuclear  Forces  Treaty 
and  the  Strategic  Arms  Reduction  Treaty  require  ready  access  to  secure  communication  capabilities. 

ELECTRONIC  MAIL  (EMAIL) 

During  FY  90,  the  installation  of  a local  area  network  and  the  use  of  telecommunication  technologies 
allowed  users  to  electronically  prepare  and  transmit  EMail  messages  with  file  attachments  to  other 
authorized  EMail  users.  This  has  significantly  expedited  communication  between  DISHQ  elements. 

ELECTRONIC  PERSONNEL  SECURITY  QUESTIONNAIRE  (EPSQ) 

In  the  past  year,  DIS  developed  software  which  allowed  for  the  electronic  preparation  and 
transmission  of  the  "National  Agency  Questionnaire  ” (DD  Form  398-2)  and  "Letters  of  Consent" 
between  defense  contractors  and  the  Defense  Industrial  Security  Clearance  Office.  The  software  is 
provided  by  DIS  free  of  charge  while  contractors  and  DIS  share  the  network  fees.  DIS  eventually 
intends  to  modify  the  EPSQ  system  to  support  DoD  users. 

Quality 

ENHANCED  ROLE  OF  THE  INDUSTRIAL  SECURITY  REPRESENTATIVE  IN 
INTERNATIONAL  OPERATIONS 

In  June  1990,  industrial  security  representatives  (ISR’s)  began  performing  functions  in  the  area  of 
international  operations  which  were  previously  accomplished  by  the  Cognizant  Security  Office. 
ISR's  act  as  the  government  representative  during  the  government-to-government  transmission  of 
classified  material,  conduct  administrative  inquiries  regarding  security  violations  involving  foreign 
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classified  information  and  process  foreign  ownership,  control,  and  influence  cases  in  conjunction  with 
facility  security  clearances.  This  transfer  of  function  has  contributed  to  DIS'  ability  to  significantly 
reduce  the  staff  at  the  Cognizant  Security  Office  and  further  establishes  the  industrial  security 
representative  as  the  single  point  of  contact  to  the  contractor  on  all  industrial  security  matters. 

INDUSTRIAL  SECURITY  AWARENESS  COUNCILS  (ISAC's) 

During  FY  90,  DIS  expanded  its  involvement  in  Industrial  Security  Awareness  Councils.  Initially 
organized  in  May  1988,  by  personnel  in  the  Pacific  Region,  the  ISAC  is  a group  of  government  and 
industry  security  professionals  that  have  come  together  to  promote  security  awareness,  share  ideas, 
develop  training  materials  and  otherwise  provide  a forum  for  the  exchange  of  information.  The 
Council  itself  provides  oversight  to  committees  that  have  been  formed  to  meet  specific  goals  of  the 
Council.  For  example,  the  Speakers  Bureau  assists  contractors  in  locating  appropriate  speakers  for 
security  presentations.  The  Threat  Assessment  and  Briefings  Committee  develops  and  updates 
threat-oriented  and  foreign  travel  briefings  which  can  be  used  by  Facility  Security  Officers.  This 
concept  has  been  very  successful  and  is  being  duplicated  nationwide,  with  ISAC's  already  formed  in 
Denver,  Colorado;  San  Diego,  California;  Tucson,  Arizona;  Huntsville,  Alabama;  Tampa,  Florida  and 
Melbourne,  Florida. 

OUTLOOKS 

In  FY  90,  DIS  revitalized  the  publication  of  "Outlooks,"  the  quarterly  newsletter  of  the  Industrial 
Security  Quality  Assurance  Review  Program.  The  newsletter  was  dramatically  changed,  utilizing  a 
less  formal  format  and  recognizing  the  industrial  security  representative  as  the  audience.  The 
"Outlooks"  is  designed  to  increase  awareness  of  the  Quality  Assurance  Review  Program,  to  provide  a 
regular  forum  for  the  exchange  of  ideas  and  inspection  techniques  and  alert  field  personnel  to 
systemic  problems  identified  during  the  accomplishment  of  inspections  by  industrial  security 
personnel.  The  "Outlooks"  published  during  FY  90  included  articles  on  techniques  to  ensure  a 
meaningful  advice  and  assistance  visit,  tips  on  conducting  inspections  and  some  advance  notice  on 
pending  changes  to  the  Industrial  Security  Operating  Regulation. 

QUALITY  ASSURANCE  BRANCH 

In  FY  90,  the  Quality  Assurance  Branch  (QAB),  located  at  the  Personnel  Investigations  Center, 
Baltimore,  Maryland,  reviewed  over  3,100  cases,  each  containing  an  average  of  4 or  5 individual 
Reports  of  Investigation  (ROIs).  ROIs  are  reviewed  for  completeness  and  adherence  to  DIS  and  OSD 
guidelines  as  part  of  the  Directorate  of  Investigations  overall  quality  program.  The  QAB  also 
recognizes  examples  of  outstanding  investigative  effort  on  the  part  of  the  special  agents  and  case 
controllers  and  conducts  special  studies  in  support  of  the  agency's  productivity  plan. 
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The  "Quarterly  Review,"  published  by  the  QAB,  is  disseminated  to  field  elements  throughout  DIS 
and  contains  articles  on  investigative  techniques  and  areas  of  concern  which  require  concentrated 
efforts  for  improvement.  Information  is  also  provided  to  clarify  and  explain  important  policy  changes. 

T*'  ning 

;TU  III  TRAINING 

During  FY  90,  DIS  began  a series  of  briefings  and  training  sessions  for  contractor  personnel 
regarding  the  STU  III.  In  conjunction  with  the  National  Security  Agency,  DIS  provided  training  to 
over  2,500  contractor  personnel  in  nine  separate  sessions  throughout  the  United  States.  During 
these  briefings,  contractors  received  information  regarding  the  policies  and  requirements  governing 
the  acquisition  and  use  of  the  STU  III,  the  benefits  of  the  STU  III,  and  its  cost-effectiveness.  These 
briefings  helped  to  encourage  contractors  to  secure  their  communications  for  not  only  classified 
information,  but  sensitive  and  technological  information  as  well. 

SECURITY  AWARENESS  AND  THREAT  ASSESSMENT  PROGRAM 

During  the  past  year,  DIS  focused  on  the  security  education  and  training  of  contractor  personnel 
assigned  overseas.  In  conjunction  with  the  Federal  Bureau  of  Investigation,  the  Defense  Intelligence 
Agency  and  the  National  Security  Agency,  DIS  sponsored  a regular  program  of  Security  Awareness 
and  Threat  Assessment  briefings  for  these  personnel.  Sessions  were  held  in  Brussels,  Belgium; 
Heidelberg,  Germany;  Athens,  Greece;  Madrid,  Spain;  Clark  Air  Force  Base  and  Subic  Bay  Naval 
Base,  The  Philippines;  Tokyo,  Japan  and  Seoul,  Korea.  This  program  has  been  highly  praised  by  the 
Federal  Bureau  of  Investigation,  the  Defense  Intelligence  Agency  and  the  National  Security  Agency. 

IBM  TECHNICAL  TRAINING 

During  FY  90,  DIS,  in  conjunction  with  IBM,  provided  technical  training  to  all  Automated 
Information  Systems  Specialists  throughout  the  DIS  Regions  regarding  IBM  security  products.  The 
training  sessions  provided  a description  of  IBM  Automated  Information  Systems  security  products 
and  information  regarding  their  use  and  application.  This  training  greatly  assists  the  DIS 
Automated  Information  System  Specialists  as  they  approve  and  inspect  contractor  systems. 

THE  "OUT-TERN"  PROGRAM 

In  FY  90,  DIS  introduced  a twist  to  the  traditional  intern  program.  Under  the  "out-tern"  program, 
DIS  Headquarters  sent  staff  officers  to  various  field  offices  within  the  Capital  Region.  During  their 
tenure  as  a DIS  "out-tern,"  the  staff  officers  conducted  monitor  visits,  prepared  management 
information  reports,  reviewed  reports  and  otherwise  performed  the  functions  of  the  Field  Office 
Chiefs  and  Special  Agents-in-Charge.  This  program  promotes  improved  understanding  of  field 
operations  and  prepares  staff  officers  for  supervisory  roles. 
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VIDEOTELECONFERENCING 


During  FY  90,  an  inexpensive  and  highly  effective  method  of  training  DIS  personnel  was  utilized. 
Videoteleconferencing  facilities,  available  through  the  Department  of  Defense,  was  the  medium  used 
to  present  training  on  programmatic  inspection  techniques  and  the  adjudication  of  foreign 
ownership,  control  and  influence.  This  medium  is  interactive,  so  field  personnel  were  able  to  ask 
questions  and  receive  answers  on  the  spot.  This  ability  to  train  nationwide  from  a single  source 
ensures  the  uniform  and  consistent  application  of  policies  and  procedures. 

DODSI 

The  DoD  Security  Institute,  located  in  Richmond,  Virginia,  acts  as  the  primary  training  component 
for  DIS  and  other  Federal  agencies  engaged  in  the  conduct  of  personnel  security  investigations  (PSI). 
In  cooperation  with  the  Air  Force  Office  of  Special  Investigations,  U.S.  Army  Intelligence  and 
Security  Command  and  the  Naval  Investigative  Service,  DIS  and  the  Institute  held  three  overseas 
training  sessions  aimed  at  improving  the  quality  of  the  personnel  security  investigations  these 
military  components  conduct  on  behalf  of  DIS.  Sessions  were  held  in  London,  England;  Naples,  Italy; 
Giessen,  West  Germany  and  Seoul,  South  Korea. 

Management  Efficiencies 

INCREASED  SPECIAL  ACCESS  PROGRAM  INSPECTIONS 

In  the  past  year,  the  number  of  Special  Access  Programs  for  which  DIS  assumed  inspection 
responsibility  was  significantly  increased  although  DIS  did  not  obtain  additional  personnel 
resources.  In  FY  90,  DIS  conducted  402  inspections  in  support  of  41  government  programs  for  various 
Department  of  Defense  agencies,  military  departments,  and  non-Department  of  Defense  Agencies. 

DEFENSE  CONTRACTOR  INSPECTION  READINESS  PROGRAM 

During  September  1990,  DIS  and  the  On-Site  Inspection  Agency  (OSIA),  under  the  auspices  of  the 
Office  of  the  Deputy  Under  Secretary  of  Defense  (Security  Policy),  undertook  an  interagency  effort  to 
prepare  for  the  implementation  of  Soviet  inspections  under  the  Strategic  Arms  Reduction  Treaty 
(START).  As  part  of  the  Defense  Contractor  Inspection  Readiness  Program,  a team  of  inspectors 
from  the  Defense  Investigative  Service,  On-Site  Inspection  Agency,  Defense  Intelligence  Agency, 
National  Security  Agency,  Federal  Bureau  of  Investigations,  Central  Intelligence  Agency  and  the 
military  departments  conducted  a comprehensive  survey  of  contractor  facilities  identified  as 
inspectable  under  START  provisions.  The  survey  served  to  identify  threats,  vulnerabilities  and 
countermeasures  necessary  for  the  protection  of  both  classified  and  sensitive  but  unclassified 
information.  These  teams  can  conduct  short-notice  surveys  of  facilities  identified  as  inspectable 
under  Suspect-Site  Provisions  of  the  Treaty.  The  Defense  Contractor  Readiness  Inspection  Program 
will  ensure  that,  while  the  United  States  fully  complies  with  the  terms  of  START,  nontreaty-  related, 
sensitive  information  is  not  unnecessarily  lost  to  the  Soviet  inspectors. 
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NEW  PERSONNEL  SECURITY  CLEARANCE  FORMS 


During  FY  90,  DIS  assisted  in  the  final  development,  distribution  and  introduction  of  three  new 
personnel  security  forms  to  the  industrial  security  community  and  the  military  and  civilian 
requesters  of  personnel  security  clearances.  The  DD  Form  398,  "Personnel  Security  Questionnaire," 
the  DD  F'orm  398-2,  "National  Agency  Questionnaire"  and  the  DD  Form  1879,  "DoD  Request  for 
Personnel  Security  Investigation"  replaced  the  DD  Forms  48,  49  and  48-3,  as  well  as  the  previous 
versions  of  the  DD  Form  398,  DD  Form  398-2,  and  DD  Form  1879.  With  the  introduction  of  these 
forms,  DIS  now  receives  the  same  type  of  personnel  security  request  formats  from  all  requesters  - 
military,  civilian  and  industrial.  DIS  ensured  the  timely  distribution  of  these  forms  to  all  contractors 
by  providing  copies  through  the  DIS  field  offices  prior  to  their  general  availability. 


DCII  - The  Defense  Clearance  And  Investigations  Index 


The  DCll  is  an  automated  index  of  investigative  and,  more  recently,  clearance  files  held  by  the 
investigative  and  security  clearance  components  of  the  Defense  Department.  The  Index,  formerly 
called  the  Defense  Central  Index  of  Investigations,  was  created  in  1965  at  the  direction  of  the 
Secretary  of  Defense,  at  which  time  the  investigative  files  of  the  Army,  Navy  and  Air  Force  were 
listed.  When  DIS  was  established  in  1972,  responsibility  for  operating  the  DCII  was  tranferred  from 
the  Department  of  the  Army  to  DIS.  While  DIS  is  responsible  for  the  operation  of  the  system,  all 
contributing  components  remain  responsible  for  their  respective  listings.  Several  enhancements  to 
the  DCII  occurred  in  FY  90:  Input  of  all  DIS-granted  security  clearance  information  into  the  system 
was  completed;  the  programming  necessary  to  allow  Army,  Air  Force  Exchange  Service  (AAFES)  to 
contribute  to  the  DCII  was  completed;  U.S.  Army-granted  security  clearance  designations  were 
converted  in  order  to  conform  to  DCII  standard  codes;  and  an  application  program  was  developed  in 
order  to  allow  for  the  entry  of  administrative  inquiries  into  the  DCII. 

As  of  the  end  of  FY  90,  28,487,895  tracings  were  contained  in  the  Index.  Over  30  Federal  agencies 
access  this  system  that  now  boasts  27  contributors. 
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Symbolism 

The  three  divisions  of  the  shield  refer  to  the  three  basic  requirements  of  all 
investigation : patient  inquiry,  observation  and  careful  examination  of  the  facts. 

The  eagle,  adopted  from  that  used  in  the  seal  of  the  Department  of  Defense, 
alludes  to  keeness  of  vision,  strength  and  tenacity  and  as  such  symbolizes  the 
Defense  Investigative  Service. 

The  three  arrows,  also  adopted  from  the  seal  of  the  Department  of  Defense 
refer  to  the  Armed  Services,  and  in  crossing  over  and  protectively  covering  the 
pentagon,  refer  to  the  wide  aspects  of  the  Defense  Investigative  Service's 
mission. 

The  color  dark  blue,  the  National  color,  represents  the  United  States  and  the 
color  light  blue  represents  the  Department  of  Defense.  Their  pattern  indicates 
the  integral  unity  of  the  United  States,  the  Department  of  Defense  and  the 
Defense  Investigative  Service.  The  color  gold  is  symbolic  of  zeal  and 
achievement. 


DEFENSE  INVESTIGATIVE  SERVICE 
1900  Half  Street,  S.  W. 
Washington,  D.  C.  20324-1700 
Tel . (202)  475-1062 
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